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• Input: 𝑚	updates to an underlying frequency vector 𝑥 ∈
ℤ!, which arrive sequentially one at a time (worst-case, 
fixed in advance). 

Ø Update 𝑎", Δ" : 𝑥#! ← 𝑥#! + Δ"
• Output: At the end of the stream, 𝐴 outputs an 

approximation of a given function of the stream.
• Goal: A should use space sublinear in the length 𝑚 of 

the update sequence and universe size 𝑛.
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Adversarial Robustness on Insertion-Deletion Streams

Streaming Model

Adversarially Robust Streaming

Overview of our Approach

• Input: updates (𝑎", Δ") to 𝑥 ∈ ℝ!, which arrive 
sequentially and adversarially.
• Output: At each time 𝑡, A receives an update 𝑢", updates 

its internal state, and returns a current estimate 𝑟" , which 
is recorded by the adversary.

• Motivation: database queries, optimization.
 “Future updates may depend on previous estimates”

We study 𝑭𝒑 moment estimation for 𝑝 ∈ [0,2]:
• Given a stream of updates to coordinates 𝑖 ∈ [𝑛], let 𝑥% 

denote the frequency of element 𝑖.
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• Goal: Given a stream of 𝑚 updates to 𝑥 and an accuracy 
parameter 𝜀 ∈ 0,1 , output a (1 + 𝜀)-approximation to 𝐹&, 
with probability ≥ 1 − 𝛿.
• [AMS99]: CΟ *

+"
log, 𝑛 	space algorithm for 1 + 𝜀 -

approximation to 𝐹& moments for 𝑝 ∈ 0,2

Frequency Moments
Main Contributions

Intuition: 
• To circumvent lower bounds against linear sketches, 

must introduce new random bits during the stream
• Decompose frequency vector 𝑥 = 𝑧 + 𝑞, use 𝐴𝑧 to 

sketch 𝑧 and 𝐵𝑞 to sketch 𝑞 (𝐴, 𝐵 are independent 𝐹, 
sketches)

• Maintain 𝐴𝑥 in the background; Goal: minimize 
number of adaptive interactions with sketch matrix 𝐴

Suppose 𝐴𝑧 ,
, + 𝐵𝑞 ,

,	 is the estimator for 𝑧 + 𝑞 ,
,.

1.  Either ⟨𝑧, 𝑞⟩ is small, so that 𝑥 ,
, ≈ 𝐴𝑧 ,

, +
𝐵𝑞 ,

, ≈ 𝑧 ,
, + 𝑞 ,

,	, or 
Ø Gradually learn information about 𝐵𝑧!

2.  ⟨𝑧, 𝑞⟩	is	large,	so	𝑞 is “well-aligned” with 𝑧

Full algorithm:
• More generally, initialize 𝑧- = 0	and let

 𝑆 = 𝐴 𝑧 − 𝑧- ,
, + 𝐵 𝑧- + 𝑞 ,

,	
     be the estimator. If 𝑆	 ∉ 1 ± 𝜀 𝐴 𝑧 + 𝑞 ,

,, update         
𝑧-- ← 𝑧- ± 𝛼 𝑧- + 𝑞  

• We show: when 𝑧- is updated to 𝑧--,
𝑧 − 𝑧-- ,

, ≤ 1 − 𝜀, 𝑧 − 𝑧- ,
,

As 𝑧 ,
, ≤ poly(𝑛),	𝑧- is updated 𝐿 ≤ 𝑂( *

+"
log 𝑛) times.

• Finally, to protect 𝐵, recurse on (𝑧-+𝑞*) + 𝑞, ,
, 

where 𝑞 = 𝑞* + 𝑞, is the current suffix.

Previous Approaches

Conjecture: Ω 𝑛  space is necessary for any 
adversarially robust insertion-deletion algorithm 

for 𝐹& moment estimation.
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Upper Bounds:
• [BJWY20]: 𝑂(𝑚) bits of space. 
• If 𝑚 > 𝑛, simply store 𝑥 using 𝑂̂(𝑛) space.
• [HKMMS22]: 𝑂̂( 𝑚) bits of space.
• [BEO21]: 𝑂(𝑚..0) space for 𝐹,, 𝑂(𝑚*/2) space for 𝐹..

Lower Bounds:
• A linear sketch is an algorithm that samples a matrix 𝐴 ∈
ℝ3	×! for 𝑟 ≪ 𝑛 and maintains 𝐴𝑥 during the stream.

• In classical streaming: All optimal turnstile streaming 
algorithms “might as well be linear sketches” for streams 
of length 𝑚 = 	poly(𝑛). [LNW14], [JLY26]

• Any multiplicative approximation algorithm for 𝐹& based 
on a linear sketch over an adaptively chosen stream 
requires Ω(𝑛) space [GLWYZ25]

• We refute this conjecture!! We use a non-linear sketch!
• We give the first poly ⁄* + , log 𝑛  space algorithm for 𝐹, 

moment estimation in an adaptive insertion-deletion 
stream.
• Corollary: obtain poly ⁄* + , log 𝑛  space algorithm for 

detecting 𝐿, heavy hitters, and constant factor 
approximation for any symmetric function with 
approximate triangle inequality in 𝑜 𝑛  space.
• More recently: we generalize our 𝐹, algorithm to obtain 

the first nearly-optimal poly ⁄* + , log 𝑛  space algorithms 
for all small frequency moments 𝑝 ∈ [0,2]! (In FOCS 26)
• At a high-level, 𝐹& algorithm leverages the existence of an 

embedding of 𝐹& into 𝐹, and simulates the 𝐹, algorithm.
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